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Abstract— this paper proposes a modernized structure to grow the security and observation of ATM stands. Due to the 

development of burglary in ATM, it is essential to use a modernized perception structure to shield and secure the ATM 

machine from threats. Currently, a camera joined with the ATM unit, records and transmits the video manage to the 

central server of the bank. This manual surveillance utilizes a considerable measure of transfer speed for transmission. 

There is misuse of memory and late response to emergency condition. In this manner, early disclosure of the condition is 

essential to take preventive measures against a nonstop robbery. In this paper it is possible to perceive whether a man is 

covering his face or not. The proposed system is furthermore fit for counting the number of people present inside the 

ATM stand and create an alert, in this manner removes a steady human supervision, reducing the limit of pointless video 

support and transmitting only an odd condition, a speedier response to a hazard by alerting the watching section. 

 

I. INTRODUCTION 
 

Security is one of the essential worries of the modern time. The most concerning issue of utilizing electronic gadgets and 

hardware is that the data can be hacked and spilled, protection disregarded, robbery and thievery. ATMs are worldwide 

keeping money administrations which profits very advantageous for the clients. Most ATMs are open 24 hours; their 

areas are spread everywhere on a city/town. It may be difficult to take cash from a bank, as it is outfitted with high 

manual security and is generally situated close populated areas of a city/town. In any case, ATMs because of the nature 

on its administration, is under a more noteworthy danger of being burgled. Since the whole reason for an ATM benefit is 

to decrease manual communication and give administration to the client through mechanization, it is vital that the 

security gave is additionally programmed and proficient. The incessant reports of robbery and burglary in ATM are a 

developing worry for the banks. These security issues are turning into a deterrent to the extension of ATM 

administration and better unwavering quality. The security framework should be effectively robotized with the goal that 

it can identify strange circumstances inside the ATM booth and answer to the experts or bolt the machine from 

discharging money. Video or settled camera are utilized as contribution to a computer vision system, and this 

information is utilized to translate the state of a circumstance.  

II. LITERATURE REVIEW 
 

To enhance the security of ATM a few research works must be done. At first security of ATM condition was constrained 

to location of individual items like blade, protective cap, guns, knives and so forth. In [1] Che-Yen-Wen proposed a 

framework which could identify safety helmets utilizing modified Hough Transform. A framework which could 

distinguish safety helmet utilizing modified Hough Transform was proposed. When criminals use the ATM to withdraw 

illegal money, they usually hide their faces with something for example safety helmet, to avoid that the surveillance 

system records their face information. That will make the surveillance system decrease their efficiency. Here they 

propose a circle or circular arc detection method based upon the modified Hough transform, and applies it to the 

detection of safety helmet for the surveillance system of the ATM. Since the safety helmet location will be in the set of 

the obtained possible circles or circular arcs. The system uses geometric features to verify if any safety helmet exists in 

the set. The drawback of this system is that, it cannot detect a face that is not covered using any other equipment like 

cloth or mask. So when the thief uses any other means to cover the face it becomes undetected. 
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In the year 2009[3], Yiping Tang had built up an astute framework which depended on Omni-Directional Vision 

sensor[4] and computer vision technology. A new intelligently monitoring system for the Automatic Teller Machine by 

using an Omni-directional vision sensor and the computer vision technology is proposed. It uses ODVS to acquire the 

Omni-directional image. By using perspective algorithm it unwrap the Omni-directional image into several separated key 

surveillance sections and by using the Gaussian skin-colour model of face detection algorithm and the Kalman filter of 

face tracking algorithm it detect the ATM users’ faces and the suspected behaviour of the voyeur who behind the ATM 

user. In additional, this system designs a visualized Omni-directional vibration perception device which can recognize the 

malicious violent behaviours by detecting whether the vibration ball under is the irregular outside force or not. But the 

major drawback in these systems is the requirement of huge database and storage facility for training. Secondly, these 

systems although being robust could detect the occurrence of robbery only when it is committed. Hence it lacked an 

early warning mechanism to notify the authorities. Also implementation of this system requires huge investments and 

high maintenance cost, which affects the socio-economic factors adversely. Therefore we need a system which is robust 

and fast, at the same time requires small database and bandwidth can generate early warning signals as well as cheap and 

simple in terms of hardware and complexity. 

 

In [5], Bayes Markov chains were utilized to distinguish burglaries at ATM machine continuously. The later was more 

strong and basic as it utilizes Markov chains to display a dynamic framework. Later research was more centred on 

utilizing biometric data of a man to enhance the general security. Issues, for example, substantial facial impediment, skin 

tone and obscured human shape were effectively explained and enhanced after some time. A few frameworks were 

displayed which utilized face detection [7], facial acknowledgment [8, 9] and iris acknowledgment innovation [10] for 

simple location of robbery and thievery. Be that as it may, the real disadvantage in these frameworks is the necessity of 

colossal database and storage for preparing. Besides, these frameworks in spite of the fact that being powerful could 

identify the event of burglary just when it is submitted. Subsequently it did not have an early cautioning instrument to 

advise the specialists. Additionally execution of this framework requires colossal ventures and high support cost, which 

influences the financial factors unfavourably. In this way we require a framework which is strong and quick, in the 

meantime requires little database and transfer speed can produce early cautioning signals and shabby and straightforward 

as far as equipment and many-sided quality. 
 

III. PROPOSED SYSTEM 
 

This paper presents a vision based mechanized surveillance framework by which it is possible to monitor the ATM all 

the more proficiently. The proposed framework thinks about two strange circumstances. To begin with, it utilizes a 

detection algorithm to distinguish human faces and check the quantity of individual’s exhibit inside the ATM. Second, it 

can also recognize whether a man is wearing cover or not, and relying upon the circumstance it produces a notice flag to 

tell the experts. The block diagram of modelled system has been shown in Fig.1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig 1 
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The detection system uses Viola-Jones algorithm to detect the face and various facial aspects of the face like the eye pair, 

nose and mouth. The system then counts the no. of person present inside the ATM and using the detected facial feature 

decide whether the person is wearing a mask 

 

IV. VIOLA-JONES ALGORITHM 

 

Viola-Jones Algorithm is a standout amongst the most strong calculations exhibit whose essential target is to 

distinguish confront quickly accomplishing high evident recognition rate. The algorithm comprises of for the most part 

three sections:  
• Integral Image  
• Adaboost  
• Cascading  

This algorithm uses Haar Features which are a set of features given below:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

V. METHODOLOGY 
 

The proposed framework discovers its application inside the ATM. Henceforth the lighting condition and the 

foundation of the confined condition have been thought to be steady while chipping away at the task. Minor changes 

which are considered is the daylight is considered 

 
A. Parameters Used  

The proposed framework basically utilizes the MATLAB work vision.CascadeObjectDetector() to distinguish faces. The 

capacity utilizes Viola-Jones Algorithm, so certain parameters are utilized to expand the execution of the framework and 

make the framework stronger to outside condition. The parameters utilized are:  
1)MergeThreshold : The estimation of this parameter guarantees that a last recognition is announced in a territory 

where there are multiple discoveries around object.  
2)MaxSize : The estimation of this parameter determines the biggest object to identify.  
3)MinSize : The estimation of this parameter determines the smallest object to detect. 

 

B. Preprocessing Techniques  
Preprocessing systems are utilized to avoid the false detection.  
1)Rgb2gray : The picture is first changed over to grayscale picture as a preparatory treatment which dispenses with the 

undesirable shading segments, therefore expanding the quantity of genuine detection.  
2) Intensity Adjustment: The Function imadjust() is used for enhancing the intensity of the image. In this function a 

range of input intensity is mapped onto a range of output intensity. 

3)Histogram evening out : The Function histeq() is utilized for histogram adjustment which upgrades the complexity of 

the picture prompting a superior location. In this strategy, the normal of the general force estimation of the picture is 

taken and is utilized to smooth the power of the whole picture. 
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B. Counting the number of people  
The Vision.CascadeObjectDetector work is utilized to recognize confront like articles. Once the face-like articles are 

identified it is disengaged from the foundation. It is then regarded as an individual question by framing a Bounding Box 

around the recognized protest which is a face for this situation. The Bounding Box is an Nx4 dimensional framework, 

where N signifies the quantity of countenances recognized in each casing. The lattice returned is named as 

bboxes=[x,y,width,height]. Adequately the quantities of columns are figured from the Bounding Box network which is 

indicated by N and the esteem put away in N is utilized to decide the aggregate number of countenances. 

 
D. Mask Detection  
1) Representation of Various Mask Models: The proposed framework is in charge of distinguishing whether the individual 

present inside the ATM is wearing a cover or not. The covering of face should be possible in different ways. With the 

end goal of this undertaking, few example models are taken for grouping both veiled and non-covered pictures. Fig. 3, 

and Fig. 4, demonstrates the different models that are considered.  
The demonstrated framework can be redesigned and by taking live video feed, it can be utilized as a part of ongoing 

recognition. By actualizing propelled protest identifier calculation the in general execution of the framework can 

expanded considerably. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

VI. CONCLUTION 

 

The proposed system detects covered face and counts number of faces in an ATM surrounding. Results and limiting the 

overall performance of the system. The manual surveillance utilizes a lot of bandwidth for transmission. There is waste 

of memory and late response to emergency situation. Consequently, early detection of the situation is necessary to take 

preventive measures against an ongoing burglary. In this paper it is possible to detect whether a person is wearing a mask 

or not. The proposed system is also capable of counting the number of people present inside the ATM and generate a 

warning signal, thereby removes a constant human supervision, reducing the storage of unnecessary video feed and 

transmitting only an anomalous situation, a faster response to a threat by alerting the monitoring section. 
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