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Introduction: 

The primary goal of this document is inform PSAP supervisors (and above) how to identify, 

prevent and minimize exposure to cybersecurity risks and vulnerabilities. It can be used to help 

PSAPs develop policies and procedures and raise awareness of areas that require further 

consideration. Case studies have also been provided in order to demonstrate how theoretical 

vulnerabilities have manifested into operationally impactful events. 

“Our 9-1-1 is down.” There is nothing more sobering to hear for a 9-1-1 call center. Of course, 

most PSAPs have procedures in place to deal with this scenario. But once the system is back up 

and running, there will be questions, the most difficult of which is likely to be, “Could this have 

been prevented?” 

Physical Security: 

Physical security is a major component of your agency’s overall security policy. Physical 

security incorporates building security, proxy access, vendor access and security measures. 

Building Security: 

Physical security is a critical component of overall network security. Physical security prevents 

unauthorized access to the Intelligent Building Management System’s (iBMS) devices, networks, 

and information. Without it, intruders have the means to circumvent all other methods of 

protection. It is very important that all employees are aware and adhere to physical security 

policies. Multiple aspects need to be considered when developing policies. A full assessment of 

security and infrastructure is required before writing a policy. 

Proxy Access: 

 Security is comprised of several subcomponents to include key and proxy card access and 

control. To maintain control of keys, an inventory and receipt form process has to be in place. 

Just like passwords, keys and proxy cards have levels of access and should be issued on an as 

needed basis. Additionally, regularly scheduled audits (quarterly at a minimum) should be 

conducted to prevent unauthorized access. 

Visitor Access:  

A visitor badge process is required to screen and log visitor activities in your facility. Official 

identification should be required prior to granting access and visitors should be escorted at all 

times. 

Security Measures: 

 Security cameras with a recording device provide an external layer of security to your facility. 

Proper lighting is fundamental for security and safety. Walls, gates and bollards reduce the risk 

of an unauthorized vehicle entering or damaging your building. A reoccurring comprehensive 

employee security training class is key to your agency’s success. Well trained employees know 

how to identify and report security violations and suspicious activity. 

Employee Integrity: 

 The people who interact daily with an agency’s network and iBMS play a critical role in 

maintaining overall system security. Security policies and procedures can easily be undermined, 
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either knowingly or unknowingly, by a single individual. Policies and procedures must clearly 

outline what is considered acceptable use of the agency’s networks, proper email usage, and 

approved use of removable media. 

Acceptable Use: 

 Restrictions on internet use must be clearly defined and monitored. Some PSAPs limit access to 

only pre-approved websites while others have established criteria for blocking sites which are 

not work related or which pose a potential security threat. Due to the risk rootkits and viruses 

represent, any system which reaches beyond the PSAPs internal network must be closely 

monitored and restricted as much as possible without adversely effecting operations. 

Perform Security Audits: 

Periodic security audits provide the means to ensure that systems, policies, and procedures 

devoted to security are effective and that no gaps exist. Security audits may include: 

 Attempts to gain network or server access (penetration testing) 

 Evaluation of past breaches to determine if potential for exploitation has been eliminated 

 Attempts to acquire passwords from users 

 Checks to verify that security procedures are being followed and security systems are not 

being bypassed 

 Assessment of protection against new types of threats. An effective audit provides a 

comprehensive assessment of an organization’s security and informs an ongoing process 

of improvement 

 At a minimum, quarterly audits of key card access 

Vendor Access: 

 In today’s environment, virtually all organizations have networks, systems and facilities that 

rely on outside vendors for service. Vendors might require physical access, dedicated remote 

network access, network cloud access, or any combination of the three. When using a vendor, a 

level of risk is inherent in the relationship. 

Best Practices: 

 Thorough vendor screening and contract process 

 Background checks on vendor staff 

 Include policies in contracts 

 Security patches must be kept up to date 

 Establish password guidelines with limited durations and specific password delivery 

methods 

 Regularly scheduled audits of vendor access 

 Limit access to networks and unused ports 

Removable Media and Access Ports Policy: 

 As important as password protection is, it is just as important to protect removable media, and 

network access ports to PSAP computers and networks. Removable media has long been a 

source of spreading malware and viruses. Since the rise of personal computing in the 1980’s and 

the invention of the floppy drive, computer viruses were first created to cause chaos and cheap 

thrills for early hackers. Nowadays, it means big money and that big money is usually paid from 

the pockets of the infected agency. Viruses can allow hackers various opportunities of malicious 

intent, from using PCs to send out SPAM email in the hopes of advertising nefarious websites to 

collect personal passwords, to full control of remote computers to steal sensitive data and access 

secure networks. 

 

CIKITUSI JOURNAL FOR MULTIDISCIPLINARY RESEARCH

Volume 6, Issue 4, April 2019

ISSN NO: 0975-6876

http://cikitusi.com/252



Procurement of Removable Media: 

All removable media devices and any associated equipment and software must only be 

purchased and installed by IT Services. Non-agency owned removable media devices must not 

be used to store any information used to conduct official agency business and must not be used 

with any agency owned or leased IT equipment. 

The only equipment and media that should be used to connect to any agency equipment or 

network is equipment and media that has been purchased by the agency and approved by IT 

Services or has been sanctioned for use by IT Services. 

Develop a Backup and Recovery Plan: 

A backup and recovery plan should identify responsible parties, list the items to be backed up, 

and provide specifics such as backup intervals, locations, and number of versions to retain. 

Verify that recovery procedures work as expected. 

Firewalls Require Special Attention: 

Firewalls must be properly managed by trained personnel to ensure continued system security. A 

firewall management plan should be developed to address the following requirements: 

                          • Regular review of firewall configuration 

                          • Strict change control measures 

                          • Continuous monitoring of logs and relevant statistics 

Conclusion: 

There are numerous resources available, in addition to this introductory guide, to assist PSAPs, 

9-1-1 Authorities, and agencies involved with Emergency Communications in preparing for, 

mitigating, responding to, and recovering from cyber-attacks. Those resources include the NIST 

CybersecurityFramework6 , The FCC Task Force on Optimal PSAP Architecture Cybersecurity 

report16 and reporting and sharing mechanisms such as the Department of Justice IC3 portal.17 

This document is intended to provide high level guidance and as such, it is the first in what will 

be a series of documents and works from APCO designed to prepare the Emergency 

Communications community for the coming transition to IP networks and systems. Whether 

Next Generation 9-1-1 (NG9-1-1), FirstNet, or legacy systems that already interact with 

networks and systems in a variety of forms, cybersecurity is critical to all aspects of our 

profession. The safety and well-being of the citizens we serve, and the responders we work to 

protect, will be impacted by the decisions we make, and the practices we implement with regard 

to cybersecurity. APCO encourages agencies of all sizes, and personnel at all levels, to get 

engaged in the cybersecurity conversation, get educated about the threat, and become proactive 

in the defense of the public safety communications ecosystem. 
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