
RFID-Based Access Control and Security System 
Ms. Ravitesh Mishra, Dept. of Electronic & Communication Engineering 

Rabindranath Tagore University, Bhopal 
 

Abstract: - This article discusses the layout for use in hostels at Different 
University, of an RFID-based safety and access control system. To fulfill the 
necessary assignment, the scheme incorporates RFID technology with biometrics. 
The scheme will detect the customer picture and checks the database for 
comparison when the RFID scanner mounted at the door of the hostel. If a 
registered user has the chip and the picture, the device will enter it; if not, the timer 
will activate and an urgent call will be made via GSM. The suspects can be 
captured like this. 
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 Introduction 
In order to address the risks to safety which many organizations have 
encountered today, automatic recognition and entry command mechanism has 
become essential. Only approved individuals can join the organization, by 
placing the scheme at the door. In addition, the device can be mounted at 
multiple locations within the organization to monitor the motion of the person 
and limit their entry to delicate fields within the organization. This will 
certainly enhance the amount of safety in the organization, capturing suspected 
individuals. 
A wireless technology[1]–[3] for the development of the access control system 
[4], [5]is the RFID (Radio Frequency Identification System)[6]–[8]. The 
literature has shown that this technique is used to automate different procedures 
from manufacturing to house management. System hardware includes 
electronic RFID-tickets, RFID-readers, terminals of the laptop, optical 
networks, displays of the laptop and computers. The S-DES encrypted data [9]–
[11]form contains the scenic region number, scenic area, type of ticket, ticket 
date, site number, serial number and the check bit. The RFID printer on the web 
displays the information on the e-ticket and transmits it via the computer 
terminal to network and computers. The information at the terminal are 
decrypted[10], [12] and checked for validity. The location manager can then be 
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entered by the correct tourist. In three sub levels, namely the sales subsystem, 
these system identification and authentication processes are held out. 

 SYSTEM OPERATION: 
There are two stages: enrollment stage and identification stage of the safety and 
the access control system. Ten pictures of the hotel customer are recorded 
during the registry stage during the issuance of an RFID label. These pictures 
are used for forming a load forward neural system, and the converged weights 
are placed according to a specific customer with a back propagation learning 
algorithm. When the customer wishes to join the hotel, the identification stage 
emerges. At this time, the user's picture is recorded and transferred to the 
cellular network for reconnaissance after obtaining the RFID customer code. If 
a game is detected, the customer will be given entry. Three locations check 
customer credibility: entering the hostel, departure from the hostel and 
reception room. The input and output devices use RFID and picture identify 
while the lunch unit uses RFID with a key to allow. These components are 
communicated via a major device with the software scheme. The primary 
device sends the data on the modules to the laptop. After this, the computer 
system problems module orders via the primary controller. Data interchange is 
conducted through serial port between the primary controller and computer 
system, while hand shaking is used for the reasons of parallel port and power 
rows. In Figure the scheme block diagram is shown. 1. 
 

 
Fig.1 Block diagram 
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 Conclusion: 
The scheme utilizes biometric radio frequency recognition to distinguish the 
legitimate and void users. It performs the safety and access control tasks by 
handling sub-controller data. These devices comprise the input monitor console, 
the output tracking system and the crowd surveillance system that have been 
mounted on an entry door, departure door and room door respectively. If the 
game is effective, the software device requests that the user's picture be 
captured. To check the user's identity the computer system utilizes cellular 
network-trained facial recognition module, which sends them "entry given" or 
"access rejected." The buttons give the customer access or create urgent calls. 
With the assistance of an internet computer this scheme is organized. The 
internet server requires data from organization software terminals and tracks a 
specific customer. Although the scheme created is helpful in decreasing safety 
risks to hostels, the system's reaction period can be improved. 
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