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Abstract 

 
The most important thing for maintaining the security and defeating any threats in any public or working places is the 

identification of any person.  Manual identification of the person by number of security gaurds is a very tedious process 

and chances of fraud may also occur. A smart identification system involves an identification card with an installed 

infrared radiation chip for storing user’s information, multiple sensors, control unit for controlling the operation of 

sensor and generating a command signal, [1], [2]. 
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Introduction 

Identification system is a process of verifying personal details of a person to prevent threats in public and working 

places. Usually, the validation of identity of a person is done by security guards appointed at various places like 

colleges, offices, schools etc. The identification is done in order to allow access to only those people who are authorized 

to enter in premises. Smart identification system is used for verifying the identity of a user by means of infrared sensors. 

The verification is performed by comparing the user details with previously stored details in a database. The user details 

for comparison with previously stored details are retrieved from an identity card which is wore by the user [3]. 

 

Working  

 

The identification card consist of an infrared radiation chip installed in it, which stores details of the user for verification 

such as user name, date of birth, blood group, user ID number etc. Two or more sensors are mounted on the entry point 

of an enclosure for retrieving the information of the user when the user approaches towards the entry point. These 

sensors are placed in such a way that as soon as the user gets in the close proximity of about 10 m from the gate, the 

sensors fetches the identification details embedded within the infrared radiation chip carried by the user. Then the 

sensors  transmit the electric signal to a control unit  for identity verification. The control unit compares the details 

present in the identification card of the user with the information stored in the database and verifies the identity of the 

user. The database stores all the identification details of the user inputted during the time of admission of this user such 
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as name, contact number, identity image, email id etc [4], [5].   

 

 

 

 

Fig1. An identity card with infrared chip 

 

Result 

The smart identification system automatically verifies the identity of a user by means of infrared radiation chip and 

reduces the cases of user identity fraud. 

 

Conclusion 

Till date, there is no such automatic device which uses the infrared radiation or application for identification of the user, 
only manpower are hired to carry operation of validating identification. Thus, smart identification system provides a 
potentially effective way to verify the identity of the user. 
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