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Abstract 

DNA may be used both for the storage, transmission and computing of data in cryptography. It is 

a fresh born technique of cryptography where DNA is the carrier of data. DNA encryption is 

based on DNA computation. The paper is based on traditional encryption. The generated, 

encrypted and decrypted  are three-phasekey process. The key generation is one-time adjustment 

based. For OTP symmetrical main generation and transmission, genetic databases provide a 

viable alternative. Encryption is based on cryptography of symmetric key. The work proposed 

concentrates information in text and picture form. For both kinds of data encryption, a single 

algorithm is created. The codebook is developed for main transmission. the primary objective of 

this paper is to provide comparatively more safety to avoid information infringements, time 

complexity and spatial complexity. 
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Introduction 

The safe data route leads to encryption and steganography. Firstly, the information is transmitted 

in an incomprehensible manner while secondly, the information are transmitted in concealed 

format [1]. The most commonly used are encryption and steganography. A statistical study 

indicates that approximately two million safety documents have violated secret writing 

techniques [3] [4]. 

For safe data transmission throughout the day, multiple cryptographic technologies are used [2]. 

DNA or bio-molecular computing uses the combined characteristics of DNA. To be calculated 

massively parallel. The concept is that parallel search can solve enormous mathematical problem 

with a proper configuration and a sufficient amount of DNA [5]. 

Isha Yadav, Nipun Gupta and M.K. In 2015 suggested a fresh one-time pad-based cryptographic 

DNA method. A random number generator and the encryption and decryption algorithm based 
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on the technique of binary addition or binary subtraction rule are used to introduce data security 

in the binary representation of DNA sequences. The main generation, encryption and decryption 

is three steps. The system employs digital DNA coding, DNA synthesis and PCR amplification, 

random number generation, arithmetic and traditional cryptography procedures[6]. 

The time, space complexity as well as computational complexity of the current text and picture 

encryption techniques are quite high [7]. OTPs are produced using a random key generator in 

current DNA cryptographic methods. Since random main generators are used, it is difficult to 

generate random numbers, and processing the main production is somewhat difficult to store and 

transmit. The primary aims of DNA cryptography are the generation of long-run cryptographic 

keys, a compact storage room, comparatively high computational capacity. Several biological 

tests and tests must be conducted for encryption and decryption procedures. 

Working 

 The algorithm developed is both text and picture information compatible. Encrypt with TEA if 

information are in text type. Two preprocessing methods are used for the encryption of images. 

The first processes image conversion to text with appropriate algorithms[ 16] and then in the 

same way as text encryption. Second, the image is converted to binary, the same procedure as the 

encryption of text. A comparative analysis among these two algorithms is included during the 

completion of the job. This work is based on the standard technique of encryption. The three 

stages are here. 

 Key generation 

 Encryption 

 Decryption Key generation is based 

The DNA methodology for cryptographic encoding utilizes various methods. For secure 

communication of messages, DNA cryptographic methodologies such as PCR, Bio molecular 

techniques and one-time (OTPs) padding are employed. The PCR technique is a DNA digital 

encryption technology that converts the messages in the DNA template to the DNA hexadecimal, 

binary, and later to the DNA sequence. Bio-molecular technology utilizes bio-molecular 

computer parallel processing capacities. Using the OTP method, simple text is encrypted and 
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decrypted. For both inputs a single Text Encryption algorithm (TEA) operates out. The suggested 

scheme involves both text and picture encryption. Two distinct methods of preprocessing images 

are also verified for picture encryption. Either pictures are transformed to text by means of 

appropriate algorithms or picture is transformed into binary first and then the same method as 

before is applied. 

Conclusion 

 

This work includes introducing a fresh DNA cryptographic system to fix the problems in the 

standard technique of cryptography. It is appropriate for both data-text and picture kinds the 

algorithm suggested. OTP is the basis of key generation. OTP is a cryptographically unbreakable 

authentication technique. The benefit of both encryption and biomolecular computing is 

combined with DNA cryptography. DNA encryption utilizes the notion of DNA, which is DNA 

calculation but not DNA calculation. 
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