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Abstract 

Mobile ad hoc networks provides anywhere and anytime communication. In MANET nodes are 

tends to move a lot. The network topology is dynamic. Mobile ad hoc networks are more 

vulnerable to attacks. To achieve secure routing, attacks should be prevented.  The major 

possible attacks on MANETs include black hole, sinkhole, jamming, Sybil, tunneling, gray hole 

etc. Wormhole attack is very dangerous for mobile ad hoc networks because it creates tunnel that 

is not visible to the normal nodes and disturbs whole routing process. In this attack, one 

malicious node receives packets from one area, tunnels them to another malicious node located 

in another area of the network. The main objective is to present existing wormhole detection 

techniques and to summarize future research challenges.  
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I. Introduction 

There are two types of wireless networks: With infrastructure or infrastructure less. In 

infrastructure based wireless networks, the mobile node can circulate when the communication 

needed in the network. Nodes are mobile. Therefore, network topology frequently changes. 

Routing path is established on demand. In mobile ad hoc networks, nodes are mobile and so the 

topology is dynamic. Nodes have limited battery power. A set of interacting nodes should 

cooperatively implement routing functions to enable end-to-end communication along dynamic 

paths composed. In mobile ad hoc network (MANET), wireless link is used for communication 

between mobile hosts.   Several protocol proposed in mobile ad hoc networks such as Ad hoc on 

demand distance vector routing protocol, Dynamic source routing, Optimized Link-State 

Routing,  Destination-Sequenced Distance-Vector etc. 

Mobile ad hoc network can be used to provide access to crisis management applications, such as 

in a disaster recovery. In this type of applications, the infrastructure is totally destroyed and it is 

necessary to establish it quickly. In MANET, one can setup an infrastructure in hours instead of 

days or weeks. MANET can be used in collaborative and non critical applications such as in 

business meeting where collaborative computing is important. It is also use for a radio dispatch 

system. Mobile ad hoc network is used for coordination and communication in a battlefield. 

Fig.1 shows mobile ad hoc network topology. 
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Fig. 1 MANET Topology 

Security is very important issue in mobile ad hoc networks. Wormhole is very dangerous attack 

among all possible attacks. The main objective is to study wormhole detection techniques and to 

present future research challenges in the area of wormhole detection. The rest of the paper is 

organized as follows: Section II describes various attacks on MANET. Section II describes 

description of wormhole attack. Section IV describes various existing methods for wormhole 

detection and comparison table. Finally, conclusion and future research scope is presented in 

section V. 

II. Various Attacks on MANET 

Attacks in MANETs can be classified as passive attack and active attack. A passive attack is one 

which does not disrupt the operation of the network. It listens or observes the traffic. An active 

attack is one which attempts to alter or destroy the data that are communicated in the network. 

Following are the various possible attacks [14]: 

• Wormhole Attack: One malicious node located in one area of the network receives traffic 

from one area and through tunnel, it transfer to the second malicious node located in another part 

of the network and disturbs the routing process. 

• Black hole Attack: In a black hole attack, a node drops 100 percentages packets which it 

receives. 

• Resource Consumption Attack: An attacker tries to consume resources of the other nodes 

present in the network such as battery power, band width, and computational power. 

• Routing Attack: The various routing attacks are as follow: 

(1) Routing Table Overflow: The attacker goal is to create enough routes to prevent new routes 

from being created. (2) Rushing Attack: Protocols such as AODV and DSR that use on demand 

routing are vulnerable to this attack. 

• Jamming: One malicious node continuously broadcast route request packet to create traffic in 

the network. So the network jam occurs.  

CIKITUSI JOURNAL FOR MULTIDISCIPLINARY RESEARCH

Volume 6, Issue 6, June 2019

ISSN NO: 0975-6876

http://cikitusi.com/571



 

III. Description of Wormhole Attack 

For launching wormhole attack, two or more malicious nodes are required. One malicious 

node captures traffic at one location and diverts it through high speed tunnel to another 

malicious node [13]. 

 

 
                                   Fig. 2 Demonstration of a wormhole attack 

These tunnels are regarded as high quality route. The routing process is totally disturbed. Fig. 2 

shows the demonstration of tunneling attack. Detecting this attack is hard because malicious 

nodes use the path that is not visible to the network. To do this attack, attacker does not need to 

compromise any secret key material. Ad hoc on demand routing protocol suffers from this type 

of attack. In this protocol, source node wants to establish a path to the destination node, then 

source node broadcast route request packet to its entire neighbor. This packet is captured by first 

malicious node and it is tunnel to the second malicious node and it is replied there. In response 

route reply packet also comes along the same reverse route to the source node. So path is 

established between source- malicious node 1- malicious nodes 2 – destination node. 

IV. Existing Methods for Wormhole Detection 

Many methods were proposed in the literature for detection of wormhole attack. Some of them 

are presented as below: 

4.1 Packet Leash Approach 

Wormhole detection approach based on packet leash was proposed by Hu, Perrig and Johnson 

[1]. Authors have proposed two different types of packet leash approaches: Geographical leash 

approach and Temporal leash approach. Geographical leash approach does not require tight time 

synchronization as compared to temporal leash approach. Geographical leash approach requires 

loosely synchronized clock and GPS information. Before sending a packet, every node adds its 

current location and the time when it send the packet. When the receiver node receives the 

packet, it calculates the distance from the sender and the time taken by packet to reach to the 

destination. This distance information is used to identify the presence of wormhole or not. In 

temporal leash approach, each node has a tightly synchronized clock and the transmission 

distance is calculated as the multiplication of propagation time of the signal and the light speed. 

GPS information is not needed in temporal leash approach. 
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4.2 Round Trip Time Based Approach 

Authors have proposed round trip time based wormhole detection approach in [2]. Due to the 

presence of the wormhole, the round trip time between two nodes is longer than the normal time 

required. The algorithm consists of three steps: In the first step, each node constructs its neighbor 

list. In the second step, the path between source and destination node is found. In the third step, 

wormhole link is identified and removed. 

When the node sends route request to its neighbor, it save the sending time of RREQ, called 

TREQ. Every intermediate node forwards the route request packet and it also saves the sending 

time of route request. When this RREQ reaches to the destination, the destination node sends 

route reply packet on the reversed path. After receiving the route reply message, every 

intermediate node also saves the receiving time of the route reply. When RREP reaches to the 

source node, the source node also saves the receiving time of RREP. Round trip time can be 

computed as, RTT = TREP-TREQ. Round trip time of intermediate nodes is calculated by base 

station. The round trip time of successive node is compared to decide the presence of the 

wormhole. If the values are almost same, then it indicates the absence of the wormhole.  

Wormhole attack is suspected in case when the round trip time is higher than other successive 

node. 

4.3 Using Directional Antenna 

In [3], authors have proposed directional antenna based approach for detecting wormhole attack. 

In this approach, each node is equipped with directional antenna. For communication with other 

node, each node uses specific sectors of their antennas. If the direction of both the pairs matches, 

then the neighbor relation is confirmed.  For connectivity of ad hoc networks, directional 

antennas are recognized as a powerful tool. The advantages of directional antenna include more 

energy efficient, the larger transmission range compared to omni directional antennas. 

4.4 Cluster Based Hierarchical Addressing Approach 

The authors have presented cluster based hierarchical addressing approach for wormhole 

detection in [4]. In this method, wormhole is identified by the receiver during the route discovery 

phase. Authors have considered a hierarchical cluster model approach up to level-3. First level 0 

clusters are formed and cluster head node is selected. Cluster head node from one cluster can 

directly communicate directly with another cluster head node. First level and second level 

clusters are formed as per the same procedure for level 0. Hierarchical addressing scheme is used 

for all nodes in the network. Cluster heads of level 2 have the address format X.0.0.0. Cluster 

heads of level 1 have the address format X.Y.0.0. Cluster heads of level 0 have the address 

format X.Y.Z.0. The nodes in the cluster 0 have the address format X.Y.Z.W in which X, Y, Z 

and W are integer value in between 0 to 255. After receiving the packet, the receiver checks 

cluster head ids belongs to level 1 or level 2. It also validates the route information stored in the 

packet. The receiver keeps the packet after successful validation. Hierarchical addressing method 

is used to verify the presence of wormhole attack. 

4.5 Using Two-hop Routing Information 

In [5] author has proposed detection method based on two hop routing information. Every node 

in the network forms two hop routing table. It contains not only the neighbor’s information but 
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also its neighbor’s neighbor information. This type of information is useful in detecting tunneling 

attack. 

4.6 Hop Based Analysis Technique 

Authors have proposed hop count based technique for wormhole attack detection in [6]. Path 

with wormhole has shorter hop count. Suddenly decrement in the hop count from source node to 

the destination indicates the presence of the wormhole. The steps for detection process are as 

follow: 

(1) When source node wants to communicate with the destination, various paths have been 

found between source and the destination. 

(2) Hop counts from the various routes are saved in the routing table. All routes are 

compared with another one and the route having shorter hop counts are selected for 

communication. If the route contains normal hop count then that path is selected for 

communication. 

(3) After executing the second step, if wormhole attack is no detected then communication 

starts via illegitimate path. All the communication though illegitimate path is encrypted 

and every legitimate node adds the key which is defined in the network and known only 

to the normal nodes. When every node along the path adds the key, then path is 

considered to be legitimate. When one of the nodes along the path does not add key then 

that path is considered having wormhole and that link is isolated from the network. 

 

4.7 End to End Delay Based Wormhole Detection 

Authors have proposed end to end delay based wormhole detection approach in which maximum 

end to end delay is calculated between two nodes within the specified communication range [7, 

8]. In this approach, nodes do not require GPS, clock synchronization or any other hardware 

device.  After receiving the reply message, the source node compares the total time taken for 

communication with one hop node.  Source node calculates the maximum delay possible 

between two nodes and determines the threshold value. When the difference of time between two 

nodes is greater than the threshold value, then it indicates the presence of wormhole. The path 

having the wormhole link is identified and is not selected by the source node. Source node sends 

data to the destination node via another path. 

4.8 Using Secure Localization 

Authors have presented secure localization based method for wormhole attack detection [9]. This 

approach uses the concept of local broadcast key. Two kinds of nodes are present in the network: 

(1) normal nodes and (2) guard nodes. Location information is obtained through global 

positioning system by the guard nodes. Guard nodes continuously send location information to 

other nodes in the network and avoid abnormal transmission. At the sender side, the transmitted 

data are encrypted using local broadcast key and decrypted at the receiver side. 

4.9 Trust Based Approach 

Authors have presented trust based scheme for identifying wormhole attack [10]. This approach 

does not require any security information. Trust levels are calculated on the basis of node’s 
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sincerity in execution. This trust value is used to take the routing decisions. The node is declared 

as malicious node if the trust value is lower than the threshold. The compromised node is 

isolated from the network and all other nodes stop communication with that node. 

4.10 Cluster Based Wormhole Detection Approach 

Authors have proposed two layer cluster based wormhole intrusion detection approach in [11]. 

AODV protocol is used for routing. Authors have considered the risk of cluster head being 

compromised. Network is divided into clusters and each cluster head is elected dynamically for 

maintaining routing information. Guard node is used for monitoring malicious behavior. Guard 

nodes protect the cluster from malicious activities. Source node measures round trip time from 

source to the destination. If round trip time is larger than the threshold value, then source node 

immediately inform to the guard node. If any malicious activity is found then guard node inform 

the cluster head. Inner cluster head detects the malicious activity and inform to the outer cluster 

head to take the necessary action. The outer layer cluster head informs all nodes in the inner 

layer about the malicious node. 

4.11 Graph Based Wormhole Attack Detection 

Authors have proposed graph based wormhole detection approach in [12]. The detection model 

allows each node to detect whether a received route request packet arrived pass through 

wormhole or not. The detection model is used for checking the shortest path contains the 

presence of wormhole or not. It is based on the concept that path through wormhole contains 

shorter no. of hops. The approach is depends on length of different path. This approach can 

detect all wormhole tunnels with length more than 4 hops. This approach does not require any 

special hardware or synchronized clock devices. 

V.  Summary & Discussion  

The summary of existing methods is as shown in the table 1. 

Table 1 Use Comparison of Existing Methods 

Method Comments 

Geographical Packet Leash [1] Require GPS Coordinates of every node. 

Temporal Packet Leashes [1] Require tightly synchronized clocks. 

Round Trip Time Based Approach [2]  Does not require any specific hardware  

Using Directional Antenna [3] Require directional antenna on all nodes 

Cluster Based  Hierarchical Addressing 

[4]  

Requires hierarchical addressing for each 

node. 

Using two-hop routing information [5] Every node has information about two hop 

neighbors. 

Hop Based Analysis Technique [6] Can detect wormhole attack but can not 
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pinpoint the location of a wormhole.  

End to End Delay Based Wormhole 

Detection [7,8] 

End to end delay may be high due to network 

congestion. 

Using Secure Localization [9] Require GPS  

Trust Based Method [10] It does not require any extra hardware. 

Cluster Based Detection Approach [11] Guard nodes are used for monitoring 

malicious behavior. 

Graph Based Detection Approach [12] It is based on the concept that path through 

wormhole contains shorter no. of hops. 

 

Existing methods for wormhole detection require extra hardware which increases the cost of the 

mobile nodes as well as it uses battery power. There is a need to develop light weight detection 

algorithm suitable for mobile ad hoc networks. 

VI. Conclusion & Future Research Scope 

Providing security in mobile ad hoc network is very crucial due to their open nature. Among all 

the attacks in mobile ad hoc network, detecting wormhole attack is very difficult. It does not 

require any cryptographic break to create the attack. We have surveyed several existing methods 

to detect wormhole attack in mobile ad hoc networks. Still it is an active research area. Detecting 

multiple wormholes simultaneously is a challenging research issue.  
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