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Abstract— Presently, storing and transmitting confidential data became a significant 

part in everyone's life in both professional and personal way. So, secured storing and 

communication process for confidential data has gained more attention in the recent 

days. The process of concealing important information in general digital media like 

videos, audios, and images are called as steganography. From the different types of 

data, most familiarly employed data type is video and this paper also concentrates on 

image steganography. A major difficulty in the design of steganographic model is to 

manage a better trade-off between robustness and security. In this paper, we design a 

new image steganography method using hybrid lion optimization algorithm by the use 

of Tumbling effect. The limitation of local optima problem in lion optimization 

algorithm can be resolved using the tumbling effect. The presented method is tested 

using a set of benchmark images and the results validate the superiority of the proposed 

method interms of PSNR. 
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I.  INTRODUCTION  

In the domain of data analysis, cryptography is a highly interesting field that focuses on 

various techniques of data encryption. It aims to employ various methods of encryption and 

transformation takes place on secret data in the form of scribbled encryption. During 

transmission, the encrypted data is appropriate by means of security as it is inexplicable the 

other person. For end-to-end communication, the technique is highly helpful. Any third 

person cannot access the actual data when it is encrypted as it is produces by several methods 

that include several substitutions and permutations. A key is needed to do cryptographic 

methods. It is divided additionally into two methods such as asymmetric and symmetric key 

cryptography. The symmetric key cryptography needs a unique key for both decryption and 

encryption when the asymmetric key cryptography uses numerous keys for data decoding and 

encryption. For encryption, public key is employed and for decoding, private keys is used 
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through the authorized systems/personals. While communicating the data, steganography is 

the other method of secured messaging schemes. The aim of cryptography and steganography 

are similar; however, the methods vary from one another.  

 

Steganography does not modify the data format and it displaces the original data, wherever 

cryptography maintains the data in a secret form through transforming it to incomprehensible 

format. The weakness of cryptography remains in the actual data existence, if the actual data 

is encrypted. Toward the methods of cryptography, the methods of steganography provide 

additional security. It gives an extra security layer for the message with the combination. The 

description of both the steganography and cryptography varies even though the aim is same. 

The domain of the steganography comes under the security systems are given in Fig. 1. While 

a third person accesses the actual data, cryptographic system is considered to be broken, 

whereas in steganography system, it is said to be broken while the third person retrieves the 

information of secret data existence [1].  

  

Watermarking is taken into focus, when the data security is a problem. It is well known data 

security method which uses copyright and authentication technique to serve. Watermark is 

the procedure of digital data embedding in multimedia data. Depending on the file visibility, 

watermarking is divided further as invisible and visible watermarking. From unethical 

duplication of pseudo-ownership claim and media files, the watermarking process preserves 

the data. It is highly helpful for one-to-many communication. To produce robust, secure and 

efficient watermarks is the major aim of watermarking process that is unalterable and 

permanent by an unauthorized party [2]. In a wider manner watermarking process is relatable 

towards steganography as it motivates to data hiding. When the robustness is the high priority 

in watermarking, imperceptibility is the feature which is significant for the process of 

steganography [3, 4]. There are few instances when imperceptibility is not a huge importance 

towards steganography. One among the circumstance is when and where the color tone of 

certain object has modified within the image. The primary goal of steganography and 

watermarking are unique whereas the watermarking focus to offer protection from copyrights 

violation, whereas the steganography focus to give secure data communication through other 

secret data embedding like a digital image. Both the processes are same in a manner that it 

need to hide objects. For proving the authentication, every fingerprinting needs varying 

fingerprints. Other main variance in both the methods is that steganography selects the other 
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object to hide; a certain object is needed to cover in watermarking. The comparison over 

different data security methods is given in table 1.  

 

Fig. 1. Hierarchy of security systems 

 

In transferring data to attain security, novel steganographic method have been constructed. To 

enhance the data security levels, several methods have been projected in literature. To hide 

the huge secret image size within a small cover image size, high embedding capacity-based 

steganography is projected in [5]. By employing optimal LSB substitution, a new technique 

of image steganography is projected in DWT. These method gives a enhance quality of stego 

image however stego image is sensible towards changes. Additionally, dual wavelet based 

highly robust and secure steganography technique is projected by [6]. Various steganographic 

attacks kinds are given in DWT-based steganography method in [7].  

 

The embedder is highly free to choose the cover image which gives lowest detectable stego 

image. Various image quality measurement parameters are given. Various methods of 

transfer domain steganography are given [8]. Through the adaptive hiding function, the 

optimum hiding capacity-based steganography method is given in [9]. The performance 

enhancement of integer wavelet transform-based steganography is projected [10]. The blind 

image steganography idea is given.  
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Through a two dimensional regular signals, digital image is given and the images are given as 

graphical representation through treating each pixel as node and associating each image pixel 

to every other. The pixel rate is assumed as graphical signal in the image graphical 

representation. We employ undirected weighted graph in our work. Data at nodes or vertices 

is assumed as finite set of instances by means of graph signals. 

Primarily, crumble the actual graph G into k collection of bipartite sub-graphs Bi to model a 

filter using decomposition technique. 

  

Table 1 Comparative analysis of security methods 

 

 

In this paper, we design a new image steganography method using hybrid lion optimization 

algorithm by the use of Tumbling effect. The limitation of local optima problem in lion 

optimization algorithm can be resolved using the tumbling effect. The presented method is 

tested using a set of benchmark images and the results validate the superiority of the 

proposed method interms of PSNR. 

 

II. PROPOSED ALGORITHM 

In this paper, we design a new image steganography method using hybrid lion optimization 

algorithm by the use of Tumbling effect. The limitation of local optima problem in lion 

optimization algorithm can be resolved using the tumbling effect. The presented method 
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involves different stages namely initialization, hunting, Moving Toward Safe Place, and so 

on which are discussed in the following sections. The overall process is shown in Fig. 4. 

A. Initialization 

The proposed algorithms pseudo code is represented in Algorithm 1. A population-based 

meta-heuristic technique is LOA in that the primary phase is to produces the population 

randomly on the solution space. Each single solution is known as ‘‘Lion” in this method. In a 

    dimensional optimization problem, a Lion is expressed as below:  

     ,                 
]                                (1) 

Cost (fitness value) of every Lion is estimated through examining the cost function, as: 

 

                       e of lion    (    ) 

                                                (                 
)       (2) 

 

Algorithm I: Lion Optimization Algorithm for Data Hiding  

Platform: MATLAB R2014a 

Input: Cover image, Secret Image 

Intermediate: Embedded image 

Output: derived Secret image 

Algorithm Steps:  

Step 1: Produce random sample of Lionpop (Npop is number of initial population). 

Step 2: Initialize to Extracted the cover image into bits by Lion Optimization Algorithm 

Step 3: Categorized the bits into two blocks. 

Step 4: Derive the secret image into bits for every iteration 

Step 5: For every Lion Optimization Algorithm build the hunting path 

Step 6: Examine the fitness rate by employing PSNR 

Step 7: Update its position with regard to its performance 

Step 8: Keep the position of its optimal performance 

Step 9: Compare the derived secret image with actual secret image 
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Step 10: Compare the quality with the past position and store the optimal performance 

Step 11: End iterations, end of algorithm 

Algorithm II: Hunting strategy 

Divide hunters into n sub groups randomly 

Generate a prey 

For i=1to hunters (H) 

      Move       i
th 

Hunter 

If (i_pos>last_pos)  

           Hunt=1 

Else 

           Hunt=0 

End For 

B. Hunting  

Some female searches the prey in every group to provide food to its pride. To encircle the 

prey and catch, hunters have some key methods. During hunting procedure, hunters contain 

certain key method. The lions are categorized into seven of stalking roles as demonstrated in 

fig. 2 combining the role of Centre wing, Left wing and Right wing. Each lion modify the 

location during hunting and the other member location in the group. Some hunters aim prey 

and attack by opposite location, we employ Opposition-Based Learning (OBL). The OBL 

general idea is presented and it is effective method while to resolve the problem of 

optimization.    

 

Fig. 2. A schematic of generalized lions hunting behavior 
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Fig. 3. Opposite point defined in domain [a, b]. x is a candidate solution and  ̌ is the opposite 

of x 

Definition: In     -dimensional space, let  (                 
) refers a point, whereas 

                 
 refers the real number and    ,     -,            ̌    

. The   in 

opposite point is demonstrated by  ̌( ̌   ̌   ̌      ̌    
).  

C. Moving Toward Safe Place  

Some female in each pride does the process of hunting. The remaining undergo to any 

areas of territory. For each member, every pride contains superior locations personally and 

access the LOA to store the optimal solutions retrieved on the round and it may be used as 

valuable and reliable data to improve the LOA solutions. The female lion position is denoted 

through 

 

                                (   )*  +   

 (    )     ( )    *  +      (3) 

*  + *  +    ||*  +||    

Let current location of female lion Female Lion, The difference in distance between the 

female lion's position and selected point is D among the pride's territory. The vector R1 is a 

primary point of female lion, and the direction to the selected position{R2} is perpendicular 

to {R1}. 

 

D. Roaming 

In the pride's territory, every male lion roam due to some reasons. Arbitrarily, the % R of 

pride territory is selected and the lions visit it. If a male visit to a new location which is 

superior to the present, it modifies it location. This roaming is helpful to aid LOA and strong 

local search.  

 

E. Mating  

An important process is mating in that the lions' survival is ensured and providing a 

opportunity to data transfer among members. Female lions of %Ma mates with one other in 

every pride and with numerous resident males. The males are selected randomly to produce 
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offspring from a same pride as female. It is varying for a nomad lion. The operator of mating 

is a parent’s linear combination, for producing two new offspring.  

 

 

F. Defence  

Within the pride, the male lions become violent and clash each other when it gets mature. 

The male that is beaten become a nomad and discard the pride. When a nomad male lion 

strong and attempts to win the male, the beaten resident male is move out from the pride. It 

has two main phases.  

- Defense against new mature resident males. 

- Defense against nomad males. 

 

G. Migration  

Inspired through the lion transient conduct and switch life while one lion begin with one 

pride and switch the life and female move forward as wanderer, it updates the goal pride 

through the circumstance and in the previous pride. For data trade, the switch way and lion's 

movement are gathered.  

 

H. Lions' Population Equilibrium  

As there exist harmony in lions' group, in the end of each cycle, the sum of live lions will 

be managed. With regarding to the highest allowable counts of each sexual direction in 

nomads; migrant lions with little wellness constraint will be migrated.  

 

I. Modified Lion algorithm ` 

The bat movement selection is determined through the fitness function rate. The bat 

movement type is swimming when the bat move to the best fitness function value. Or the bat 

pursues the bacterium chemo tactic movement. It is demonstrated as  

 

  
    

      
   

√  
    

                     ( ) 

 

Here, at time step t   
  is the velocity estimated in Eq. (4) and in the range [-1, 1]    is the 

arbitrary number produced. 
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III. RESULTS ANALYSIS 

Against different stegno analysis attacks, to attain superior secret image privacy, strength 

and security, the projected steganographic system is simulated by MATLAB to give superior 

secret image embedding methods depending on LOA-T algorithm. To embed the secret 

image of size 256 × 256 named peppers.tiff, Lenna.tiff is the cover image which is taken in 

the size of 256 × 256. Between the range of 1 and 0, the embedding factor is taken for the 

projected plot. The extracted secret image is given. It leads to the establishment of the 

superior stego image visual nature and derived secret image.  

 

Fig. 4. Overall process involved in the proposed model 

 

The primary feature of steganographic structure is magnificent notable away of stego 

image as it is complex to note through searcher; through the peak signal-to-noise ratio 

(PSNR), the mutilation among stego image and cover image is calculated. It is computed by  

       
     (   ) 

   
                        (5) 

Let MSE denotes for mean-square error, denoted as  
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∑ ∑ (         )

  
   

 
               (6) 

Let pixel location of j
th

 row and k
th

 column are represented through     and      of cover 

image (C) and stegno image (I), respectively, of size M × N. It is difficult to vary between 

two same images through human eyes when PSNR is superior to 30 dB. 

Table 2 Results analysis interms of PSNR 

Method 

 

Original Image 

 

Secret Image 

 

PSNR 

 

LOA-Tumbling 

  

84.78 

LOA 

 

  

83.00 

 

Arnold Cat 

Map 

 

  

58.00 

 

 

By comparing the projected method and two other methods, table 2 gives the comparison of 

results by means of PSNR. The traditional Arnold Cat Map achieves 58 as PSNR rate which 

is lower than the other two methods. LOA gives 83 as PSNR rate, when we use Peppers as 

the secret image and Lena as the cover image. When the LOA combined with the tumbling 

effect, it gives the superior result of 84.78 PSNR among all. Thus, LOA with the inclusion of 

tumbling effect is the superior method for image steganography with enhanced reconstructed 

image quality.  
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IV. CONCLUSION 

From the different types of data, most familiarly employed data type is video and this paper 

also concentrates on image steganography. A major difficulty in the design of steganographic 

model is to manage a better trade-off between robustness and security. In this paper, we 

design a new image steganography method using hybrid lion optimization algorithm (LOA) 

by the use of Tumbling effect. The limitation of local optima problem in LOA can be 

resolved using the tumbling effect. The presented method is tested using a set of benchmark 

images and the results validate the superiority of the proposed method interms of PSNR. The 

experimental results confirmed that the presented Hybrid LOA-T with the inclusion of 

tumbling effect is the superior method for image steganography with enhanced reconstructed 

image quality.  
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