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ABSTRACT – Cloud computing is the most widespread and popular form of computing, promising high reliability for 

customers and providers both at the same point of time from many fields of Science or industry. Data centres serve clients 

from a different field in the cloud environment geographically spread over the world. Cloud serves many requests coming 

from sources over data center with high power consumption. However, to provide such a significant computing power 

required a considerable power, leading to high power consumption and cost. Request types in cloud system also affect the 

services which are public and private requests whose proportion is random. This Processor Utilization Algorithm (PUA) 

utilises linear power model or evaluation of power efficiency of the datacentre. Failures over a datacentre occur randomly 

that may be due to network or storage failure. PUA aims to minimise the power consumption of the system and reduce 

request failure count. PUA is based on fitness value, which is evaluated using power efficiency and failure probability of 

datacentre. PUA proves to provide better fault tolerance as compared to the existing algorithm with least request failure, 

high request completion count, and Power consumption of the system. Finally, this PUA limits the challenges such as 

simple task scheduling to improve resource utilisation or power efficiency in the cloud and manage the quality of service 

of a datacentre in the existing algorithms. 
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1. INTRODUCTION 

A Cloud Computing is now a trending way of 

computing tasks and more these days. Cloud Computing 

is adopted by many firms such as Google, Amazon, 

Microsoft, and many more for reliable and efficient 

computing. However, as the cloud size increases with 

expanding in several data centres and vigorously 

increasing consumption of power over a data centre. 

Also, with increasing request load over a server the 

computing load on server’s increases, leading high-

power consumption. So, there is a need to balance the 

request load in such a manner to effectively improve the 

resource utilisation, load with reducing request failure 

and power consumption. 

 

Cloud Computing has made it complicated with 

variable length request whose proportion may increase 

or decrease affecting the cloud. Recent surveys show 

that the power consumption of a data centre increases 

linearly with increase in utilisation due to request load 

over a data centre. This results in high request failure 

and decreasing power efficiency of the system. Resource 

allocation is done without knowing the load and power 

efficiency of a data centre will increase the power 

consumption of the system and high request failure 

count. So, to overcome these issues, An Enhanced 

Processor Utilization Algorithm (PUA) is proposed to 

improve the power efficiency, failure count and average 

load over a datacenter. An Enhanced Processor 

Utilization Algorithm (PUA) shows improved 

performance in term of average load and power 

efficiency compared to existing algorithms for cloud 

infrastructure. 

 

2. ARCHITECTURAL DESIGN OF DATA 

CENTRES 

A data centre, which is home to the computation 

power and storage, is central to cloud computing and 

contains thousands of devices such as servers, switches 
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and routers. Proper planning of this network architecture 

is critical, as it will heavily influence applications 

performance and throughput in such a distributed 

computing environment. Further, scalability and 

resiliency features need to be carefully considered. 

Currently, a layered approach is the necessary 

foundation of the network architecture design, which has 

been tested in some of the largest deployed data centres. 

Figure 1.2 shows the basic layered design of data centre 

network infrastructure 

 

 

 
 

Figure-1:  Basic layered design of data centre network 

infrastructure 

 

 

The primary layers of a data centre consist of 

the core, aggregation, and access layers, as shown in     

Figure 1. The access layer is where the servers in racks 

physically connect to the network. There are typically 20 

to 40 servers per rack, each connected to an access 

switch with a 1 Gbps link. Access switches connect to 

two aggregation switches for redundancy with 10 Gbps 

links. The aggregation layer provides essential functions, 

such as domain service, location service, server load 

balancing, and more. The core layer provides 

connectivity to multiple aggregation switches and 

provides a resilient routed fabric with no single point of 

failure. The core routers manage traffic into and out of 

the data centre. 

 

3. ISSUES IN CLOUD COMPUTING 

Cloud computing deals with issues to maintain above-

discoursed characteristics, and quality of serves assured 

to the user by cloud providers in term of high resource 

availability, computational capability. Some of the 

issues dealing with resource management, resource 

scheduling, and managing system performance discourse 

below. 

 

 Resource allocation 

 Load balancing 

 Migration 

 Power efficient resource allocation and load 

balancing algorithms 

 Cost efficient resource allocation and load 

balancing algorithms 

 Fault tolerant algorithms 

 Behaviour-based algorithms 

 Trust management 

 

(i) Resource Allocation 

Resource Allocation strategy (RAS) in the cloud 

is the scheduling of tasks or requests by a cloud provider 

in such a manner to balance the load over all the servers 

and provide high Quality of Service to clients. It also 

includes the time required to allocate the resources and 

the resources available. The primary aim is to improve 

the utilisation of resources and complete the entire 

request within the deadline and with least execution 

time. 

An optimal RAS should avoid the following 

criteria as follows: 

 

 Resource contention situation arises when two 

applications attempt to access the same resource 

at the same time. 

 The scarcity of resources arises when there are 

limited resources. 

 Resource fragmentation situation arises when 

the resources are isolated 

 Over-provisioning of resources arises when the 

application gets surplus resources than the 

demanded one. 

 Under-provisioning of resources occurs when 

the application is assigned with fewer numbers 

of resources than the demand. 
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Resource allocation algorithm can be 

categorised into three subcategories as follows: 

 Static 

 Dynamic 

 Learning-based. 

 

Static scheduling algorithms are referred to 

algorithms which are not affected by system and 

behaviour of cloud some of the algorithms line Shortest 

Job First, First Come First Server, Round Robin .. On 

the other hand, dynamic algorithms are those whose 

objective function depends on the system parameters 

line deadline, available resources, resource utilization of 

host and many more example of these algorithms is a 

deadline-based algorithm, cost-based algorithm, 

utilisation-based algorithm. The problem with these 

algorithms is that they do not take into consideration the 

previous performance of the host and system. Moreover, 

the past faulty nature of the system is not taken into 

consideration and leads to large request failure. Dynamic 

algorithms deal with the issue of local minima; these 

algorithms are not able to find a global best solution and 

stuck in the local best solution. 

 

(ii) Load Balancing 

Load balancing aims to distribute load across 

multiple resources, such as a server, a server cluster, 

central processing. Load balancing aims to optimise 

resource use, maximise throughput, minimise response 

time, and avoid overload of any single resource. The 

goal of Load Balancing are as follows: 

 

 To improve performance substantially. 

 To improve system stability. 

 To have scalability in the system. 

 To improve the system condition under high 

load or request rate. 

 

(iii) Migration 

Migration in cloud infrastructure plays a vital 

role in cloud Infrastructure under the system overloading 

condition. In cloud infrastructure when the server gets 

overloaded, i.e., the utilisation is beyond a threshold is 

overloaded, in such condition we need to migrate a 

virtual machine from overloaded server to an 

underloaded or neutral server. This help to balance the 

load and prevent the server from any failure. So, there is 

a requirement of an intelligent and efficient migration 

algorithm or balance the condition and improve the 

performance of the system. 

 

(iv) Power efficient resource allocation and load 

balancing algorithms 

The power efficiency of a cloud environment is 

an essential issue for a green cloud environment. As 

53% of the total expense of a data centre is spend on 

cooling, i.e. power consumption. In a survey in 2016 on 

datacentres established the U.S consumed more than 

1.4% of total power generated during the year. 

Therefore, we require improving the power efficiency of 

infrastructure. The problem can be solved in ways, and 

various proposal is made to solve and improve 

performance. So to do this, we need to design power-

aware resource allocation and load balancing algorithm 

to improve the total power consumption of the system, 

and any such algorithm will result in a reduction of 

overall power consumption. 

 

(v) Cost efficient resource allocation and load 

balancing algorithms 

Cloud computing uses a pay-per-use model to 

ensure least cost and payment only for the resources 

used. To maintain this feature cloud controller 

algorithms such as resource allocation migration and 

load balancing are responsible for maintaining this 

characteristic by offering the resources which can 

complete the client request on time and within the 

budget of the client and have least cost that can be 

offered. So we require a cost aware algorithm which is 

cost efficient and can provide the best system 

performance by improving utilisation and power 

consumption all at the same time. This type of algorithm 

is referred to as multi-objective algorithms, there are 
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many proposals made for improving the performance of 

the system, but they only take into consideration either 

power or cost, so cannot guarantee the best performance. 

 

(vi) Fault tolerant algorithms 

Cloud computing environment is a type of 

distributed environment such as grid computing and 

cluster computing. Existing algorithms consider cloud as 

non-faulty, but faults are a part of a distributed 

environment which may be due to hardware or software 

failure at any point of time. There are many faults aware 

and fault prediction algorithms been proposed for grid 

environment to improve the reliability of the system. So 

similarly, we require fault aware algorithms to make 

system fault aware reduce the failure probability of the 

system and increase the reliability of the system. 

 

(vii) Behaviour-based algorithms 

 Most of the resource allocation and load 

balancing algorithm proposed for cloud infrastructure 

are dynamic algorithms such as min-min, max min and 

many more. These algorithms take into consideration 

only the current behaviour \ status or the server and 

system for selection of server. The problem with these 

algorithms is that they do not take into consideration the 

past performance of the system for prediction of the 

better solution rather than stuck in local minima. 

Behaviour-based algorithm lists genetic algorithm, ant 

colony, particle swam optimisation, monkey search and 

many more. So there is a need for algorithms taking into 

consideration the previous and present performance of 

the system for decision making. 

(viii) Trust management 

Trust models are used in all form of distributed 

environments ranging from MANETS (Mobile ad hoc 

network), Sensor network and Grid computing to 

validate the reliability of nodes over a distributed 

network. In grid computing, trust models are proposed to 

ensure trust in term of security and reliability of the 

server or the node. Trust models are to resolve the 

problem of reliability in any heterogeneous 

environment, which contributed to nodes having 

different configuration spread over a network. Many 

models are being proposed in a cloud computing 

environment. Trust can be defined as an entity based on 

reliability and firm belief based on an attribute of the 

entity. Trust is the firm belief in the competence of an 

entity to act as expected, such that this firm belief is not 

a fixed value associated with the entity, but rather it is 

subjected to the entity’s behaviour and applies only 

within a specific context at a given time. The definition 

simply means that trust is a variable changing believe, 

based on both static and dynamic parameters. Trust can 

be categorised into three fundamental classifications, 

which are as follows: 

 

 Blind trust: This is the default trust before any 

event in the system, and which would include an agent 

to initiate a relationship with unknown entities. 

 Conditional trust: This is a classic state of trust 

during the life of the agent. This condition trust is likely 

to evolve and can be subject to some sets of constraints 

or condition. 

 Unconditional trust: Such a trust is the 

probability be configured directly by an administrator, 

and would not be sensitive to successful/unsuccessful 

interaction and external recommendation of any other 

sources of the evolution of the conditional trust. 

 

Alongside points of interest for utilising cloud 

computing applications and administration, there are a 

few deterrents that go as a hindrance in its development. 

They include:  

 

(i) Secure: It is the issue of compactness and Inter-

operability. The security issue could be for information 

and seller.  

 

(ii) Information Lock-in: Data put away at one cloud 

site cannot be effectively reclaimed if a client wishes to 

change a cloud supplier. It might be because of the 

absence of institutionalized API — these outcomes in an 

issue of information security.  
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(iii) Merchant Lock-in: A cloud supplier gives benefits 

as far as APIs. Programming interface made for one 

supplier of the cloud may not be helpful for another 

suppliers’ cloud. If a difference in a supplier is required 

then APIs likewise must be changed, prompting at any 

rate incomplete re-advancement of the application. This 

issue is named as merchant secure.  

 

(iv) Administration Availability: For a cloud client, the 

administration ought to be accessible at unequalled. At 

whatever point a client demands for a cloud 

administration, supplier and client need to sign SLA 

(Service Level Agreement). This characterises the terms 

and conditions and for cloud benefit. It additionally 

incorporates a level of time benefit is accessible. A 

cloud client expects a high accessible administration 

with no or insignificant downtime. A cloud supplier and 

its comparing administration are chosen considering 

administration accessibility and business needs.  

 

(v) Bottleneck: Data exchange bottleneck and 

administration interruption are a portion of the issues 

caused because of transfer speed impediment.  

 

(vi) Information protection: For different associations, 

concern about security, protection, consistency, and 

control over their information are hindrances in moving 

towards receiving a cloud show. Concerns include:  

 

(vii) Loss of administration: A cloud supplier site is 

situated in one nation and the cloud client utilising the 

administration from another nation. Client information 

which is put away from one nation is claimed and is 

under the control of the cloud supplier nation. The 

information, in this way, might be outside the 

association's immediate control, notwithstanding it being 

the proprietor and maker of the information. Its abuse 

may significantly affect protection, security, and 

licensed innovation claims.  

 

(viii) Administrative consistency: This property 

expresses that however, the information may live in the 

cloud, the commitment for administrative consistency 

may even now falls with the association that possesses 

the information and henceforth is verifiably capable to 

any issues emerging out of the cloud supplier's abuse.  

 

(ix) Absence of straightforwardness: Cloud sellers do 

not generally reveal the points of interest of how their 

administration's function, which outsider accomplices 

they utilise, and precisely where the information is 

found. The data about the client information, safety 

efforts and so on are for the most part not known to the 

client.  

 

4. AN ENHANCED PROCESSOR 

UTILIZATION ALGORITHM (PUA) FOR 

CLOUD COMPUTING 

The problem with the existing algorithm is that 

they used for simple task scheduling to improve resource 

utilisation or power efficiency in cloud and manage the 

quality of service of a data centre. Existing algorithms 

also assume cloud as non-faulty in nature, so do not 

takes fault occurring in the system for scheduling and 

only taken a load over datacenter, which is insufficient 

to provide better QoS to the user. So, to conquer these 

issues, An Enhanced Processor Utilization Algorithm 

(PUA) is proposed. Proposed Processor Utilization 

Algorithm (PUA) utilises linear power model or 

evaluation of power efficiency of datacenter. Failures 

over a datacenter occur randomly that may be due to 

network or storage failure. An Enhanced Processor 

Utilization Algorithm (PUA) aims for Virtual Machine 

allocation to minimise the power consumption of the 

system and reduce request failure count. Proposed 

Processor Utilization Algorithm (PUA)  is based on 

fitness value, which is evaluated using power efficiency 

and failure probability of datacenter. 

 

PROCESSOR UTILIZATION ALGORITHM (PUA) 

PUA(DC, L) 

Input: List of Datacenters DC and Length of the Queue L; 
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Step-1 : Initialize Data Center DC Host List ;  

Step-3 :  Set i  Number of Data Centers ;  

Step-4 :  Set L  Current size of the Queue List; 
 

Step-5: Calculate     

 
i

Total _ MIPS Allocated _ MIPS
CU  = 

Total _ MIPS

 
 
 

;
 

 

Step-6: Calculate
i iPE   Power Efficiency of Host DC ;

 

 

Step-6 :  i iP   Failure Efficiency of Host DC  ;  

Step-7 :  If (L   0) then Allocate_Resources(R); 

 

Output: All Request are Scheduled. 

 

The above Processor Utilization Algorithm 

(PUA) shows the pseudo code of the algorithm. 

Processor Utilization Algorithm (PUA) shows the 

various phases such as initialisation and evaluation of 

fitness value and final selection. 

 

5. RESULTS AND DISCUSSION 

Proposed PUA VM allocation algorithm is simulated 

results which provide a benchmark for simulation of 

cloud platform and provides Linear Power Model for 

simulation. Proposed Processor Utilization Algorithm 

(PUA) is being tested under request count with five 

servers S0 – S9. Linear power model directly depends 

on the utilization of servers. 

 
Server RAM 

(GB) 

MIPS Storage 

(TB) 

Core PE Host 

S0 4 10000 1  6 10 2 

S1 4 10000 1 6 10 2 

S2 4 10000 1 6 10 2 

S3 4 10000 1 6 10 2 

S4 4 10000 1 6 10 2 

S5 4 10000 1 6 10 2 

S6 4 10000 1 6 10 2 

S7 4 10000 1 6 10 2 

S8 4 10000 1 6 10 2 

S9 4 10000 1 6 10 2 

Table 1: Parameters used for simulation process  
 

Proposed Processor Utilization Algorithm 

(PUA) is compared with basic Dynamic Voltage and 

Frequency Scaling (DVFS) Scheduling Algorithm. 

Compression of proposed Processor Utilization 

Algorithm (PUA) is performed for 500, 1000, 1500, 

2000, 2500, 3000, 3500 and 4000 set of requests. These 

set of request contributes to any types of short, average, 

and large requests sizes. Table-1 shows the simulation 

parameters. 

 

No. of Requests Power Consumed 

PUA ALGORITHM DVFS ALGORITHM 

500 15 25 

1000 19 30 

1500 23 35 

2000 27 40 

2500 31 45 

3000 35 50 

3500 40 60 

4000 45 70 

Table 2: Power Consumption by PUA Algorithm 

 

 

Figure 2: Power Consumption by PUA Algorithm 
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No. of Requests Request Failure Count 

PUA ALGORITHM DVFS ALGORITHM 

500 87 123 

1000 195 255 

1500 294 390 

2000 396 570 

2500 630 1140 

3000 880 1460 

3500 1020 1770 

4000 1310 1950 

 
Table 3: Comparison of Request Failure Count for PUA Algorithm 

 

 

 

Figure 3: Comparison of Request Failure Count for PUA Algorithm 

 
 

 

No. of Requests No. of Request Completed 

PUA ALGORITHM DVFS ALGORITHM 

500 413 377 

1000 805 745 

1500 1206 1110 

2000 1694 1430 

2500 1870 1360 

3000 2120 1540 

3500 2480 1730 

4000 2690 2050 

Table 4: Comparison of Number Requests Completed by PUA Algorithm 

 

 

Figure 4: Comparison of Number Requests Completed by PUA Algorithm 

 

Figure 2 and Table 2 shows the improvement in 

power consumption by the proposed Processor 

Utilization Algorithm (PUA) over Dynamic Voltage and 

Frequency Scaling (DVFS) Scheduling Algorithm. 

Figure-3 and Table-3 show the improvement in several 

requests failed by proposed Processor Utilization 

Algorithm (PUA) over Dynamic Voltage and Frequency 

Scaling (DVFS) Scheduling Algorithm. in test cases. 

Figure 4 and Table 4 shows the improvement in several 

requests completed by the proposed Processor 

Utilisation Algorithm (PUA) over Dynamic Voltage and 

Frequency Scaling (DVFS) Scheduling Algorithm in test 

cases. From the experiment, it is shown that proposed 

Processor Utilization Algorithm (PUA) performs better 

than Dynamic Voltage and Frequency Scaling (DVFS) 

Scheduling Algorithm in term of the failed request, 

power efficiency and completed request count. 

 

6. CONCLUSION 

The core achievement of this research was to 

study the rich literature and solve the issue of resource 

allocation in a faulty cloud environment. The results 

obtained with the proposed approach were competitive 

with most of the well-known algorithms in the literature 
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and justified over the large collection of requests. 

Proposed Processor Utilization Algorithm (PUA) and 

Reliable Processor Utilization Algorithm (RPUA) 

proves to provide better fault tolerance as compared to 

an existing algorithm with least request failure, high 

request completion count, and power consumption of the 

system. 
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