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ABSTRACT 

On-line social networks, such as Facebook, are increasingly utilized by many people. These networks 
allow users to publish details about themselves and connect to their friends. Some of the information 
revealed inside these networks is meant to be private. Yet it is possible that corporations could use 
learning algorithms on released data to predict undisclosed private information. In this paper, we 
explore how to launch inference attacks using released social networking data to predict undisclosed 
private information about individuals. We then devise three possible sanitization techniques that could 
be used in various situations. Then, we explore the effectiveness of these techniques by implementing 
them on a dataset obtained from the Dallas/Fort Worth, Texas network of the Facebook social 
networking application and attempting to use methods of collective inference to discover sensitive 
attributes of the data set. We show that we can decrease the effectiveness of both local and relational 
classification algorithms by using the sanitization methods we described. Further, we discover a problem 
domain where collective inference degrades the performance of classification algorithms for 
determining private attributes. 

 

1.  INTRODUCTION 

Social networks are online applications that allow their users to connect by means of various link types. 
As part of their offerings, these networks allow people to list details about themselves that are relevant 
to the nature of the network. For instance, Facebook is a general-use social network, so individual users 
list their favorite activities, books, and movies. Conversely, LinkedIn is a professional network; because 
of this, users specify details are related to their professional life (i.e. reference letters, previous 
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employment, etc.) This personal information allows social network application providers a unique 
opportunity; direct use of this information could be useful to advertisers for direct marketing. However, 
in practice, privacy concerns can prevent these efforts. This conflict between desired use of data and 
individual privacy presents an opportunity for social network data mining – that is, the discovery of 
information and relationships from social network data. The privacy concerns of individuals in a social 
network can be classified into one of two categories: privacy after data release, and private information 
leakage. Privacy after data release has to do with the identification of specific individuals in a data set 
subsequent to its release to the general public or to paying customers for specific usage. Perhaps the 
most illustrative example of this type of privacy breach (and the repercussions thereof) is the AOL search 
data scandal. In 2006, AOL released the search results from 650,000 users for research purposes. 
However, these results had a significant number of “vanity” searches – searches on an individual’s 
name, social security number, or address – that could then be tied back to a specific individual. 

2. RELATED WORK 

A.Privacy in Social Networks 

 With the proliferation of online social networks, there has been growing concern about the confidentiality 

of individuals participating in them. While disclosing information on the web is anintentional activity on the part of 

the users. Users are often unaware of who are able to access their data and how their data can potentially be used. 

Data privacy is defined as "freedom from unauthorized intrusion". However, what creates an unauthorized 

interruption in social networks is an open question. Because privacy in social networks is a young field, the main 

aim is to identify the space of problems in this emerging area rather than proposing solutions, but many of these 

problems have not yet been addressed. One of the contributions is in cataloguing the different types of privacy 

disclosures in social networks. Two scenarios are focused for privacy in social networks: privacy breaches and data 

anonymization. In the first scenario, an adversary is interested in learning the private information of an individual 

using publicly accessible social network information, possibly anonymized. Next, a data provider would like to 

release a social network dataset to researchers but protect the privacy of its users. For this purpose, the data provider 

needs to provide a privacy mechanism; no such researchers can access the (possibly perturbed) data in a manner 

which does not cooperate users' confidentiality. A general assumption in the data anonymization literature is that the 

data is described by a single table with characteristic information for all of the entries. However, social network data 

can exhibit rich dependency between entities which can be demoralized for teaming the private attributes of users, 

and the consequences of this possibility are explored. The different types of privacy breaches: private in-formation 

that can leak from a social network. The types of queries for each type of disclosure, and ways to measure the extent 

to which a disclosure has occurred in an online or anonymized social network are defined. These definitions are 

abstracted, from the types of privacy breaches that have been considered in data anonymization. The definitions can 

be applied both in the anonymization state and in the situation of an intrusion in an online social network. Pointers 

are provided to work which study these privacy breaches in the background of anonymization. Privacy definitions 

and privacy mechanisms for publishing social network data are presented. 

B.Private Information Leakage 
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 Social network services (SNS) represent one of the most important applications of the Internet in recent 

years, with some SNSs hosting millions of profiles, for example, Myspace, Facebook, Flickr, and Yahoo! 360. 

 These services provide a virtual playground for participants to meet new friends, uphold contact with 

friends, and share resources with others over the Internet. To let others know about themselves, users usually bring 

out personal information online, such as their appearance, nationality, school attendance records, work experience, 

and hobby. This information not only lets people know more about a person, but also enables others to discover the 

user through web searches. Thus, users are normally encouraged to disclose personal information in order to receive 

higher exposure in the community. 

C. Data In Online Social Networks (OSN)  

OSNs operate on two types of userrelated data: 

1) Profiles: A profile is joined to a user and is their depiction to the outside world. Usually this is a self-description 

or the description of an alter-ego (pseudonym, avatar). 

2) Connections: A connection exists between two users and can be of several types, like friend, coworker, fan, etc. 

A set of connections can be represented by a graph. 

3) Messages: Messages are the broadest intellect of the word. Some piece of data that is exchanged between a user 

and another user or a group of user is a message. This may enclose multi-media. That is the basis for additional OSN 

functionalities. Interaction between users has been recognized as a rich source of information on the underlying 

social network, even more so than friendship graphs. 

4) Multi-media: Pieces of information that can be sent between users, but may also be uploaded to private or public 

data. Examples are blog entries (text), photos (pictures), music or voice recordings (audio) and movie clips (video). 

5) Tags: A tag can be defined as a keyword (meta-data) attached to content, by a user. In Facebook terminology, 

’tagging’ refers to the specific case where a client identifies the people portray in a photo and tags the photo with 

their names, thus explicitlylinking these people to the picture. 

6) Preferences: Many OSNs provide their users with some type of matching or recommendation functionality for 

each content orpeers. Frequently, users explicitly specify preferences, which may or may not be publicly visible. At 

times, preferences arederived implicitly from user behavior. 

7) Groups: It is nothing but a collection of users. Usually groups also share some resource, attributes or privileges, 

for example: acollaborative document, common preferences or backgrounds, or access to a common space. 

8) Behavioral information: Browsing history and actions undertaken by the user while performing tasks within the 

OSN. Datasuch as preferences, friendships or even implicit data such as physical location can be inferred from it. 

Behavioral informationis also found in traditional websites, although behavior there is not related to navigating a 

social network. 

9) Login credentials: Most OSNs require, or allow, the user to login to make use of the service. This login data is 

contained in thelogin credentials. This is something that can also be found in traditional websites. 
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3. PROPOSED METHODOLOGY 

Here, we extend the existing definitions and also removed the drawbacks with that system and introduced a 

secure network that will protects or keeps the user information securely. And also it will avoid the impersonation 

activities. It also having secure messaging module which protects the user’s message from other persons in the 

network. 

Some of currently using social networks had not keeping your personal information securely. And also 

there are some drawbacks with those networks. In those networks any people can see any person’s personal 

information such that address, phone number, etc. And also they can access and view other person’s messages, post 

and etc. Because of that there have a chance of those persons may commit them into some immoral activities. It 

leads to cause many problems. 

Here, we extend the existing definitions and also removed the drawbacks with that system and introduced a 

secure network that will protects or keeps the user information securely. And also it will avoid the impersonation 

activities. It also having secure messaging module which protects the user’s message from other persons in the 

network. 

 

 

Fig.1This representsIndex Page,Register Page,Home Page. 
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Fig.2 This Represents Profilepage,Friends page. 

 

 

Fig.3This represents Friends Details, 
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Fig.4 This Represents Friends request Page. 

5.DATA SANITATION ALGORITHM 

 To combat inference attacks on privacy anonymization details must be provided for social networks. By 

doing this the value of an acceptable threshold value may be reduced that matches the desired utility/privacy trade 

off for a release of data. A detail Data Sanitation Hierarchy (DSH) is an anonymization technique that generates a 

hierarchical ordering of the details uttered within a known category. The resulting hierarchy is structured as a tree, 

but the Data Sanitation scheme guarantees that all values used will be an ancestor, and thus at a maximum may be 

only as specific as the detail the user initially defined. The DSH can be obtained by referring to a domain authority 

that specializes in categorizing the specific detail value. Further details regarding which do not easily allow them to 

be placed in a hierarchy are provided. Instead, Detail Value Decomposition (DVD) is performed on these details. 

DVD is a process by which an attribute is separated into a sequence of representative tags. These tags do not 

necessarily reassemble into a unique match to the original attribute. In Data Sanitation process's each step, each 

detail type is sanitized by one level by determining which attributes can be further generalized without complete 

removal and keep a list of the accuracy of this Data Sanitation. At the end of each round the individual detail type is 

stored that provides the greatest privacy savings. When the changed record, meets the chosen privacy requirement, 

then it is ready for release. 

 

 

 

6. FUTURE ENHANCEMENT 
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 We addressed various issues related to private information leakage in social networks. For unmodified 

social network graphs, we show that using details alone, one can predict class values more accurately than using 

friendship links alone. We further show that using both friendship links and details together gives better 

predictability than details alone. In addition, we explored the effect of removing traits and links in preventing 

sensitive information leakage. In the process, we discovered situations in which collective inferencing does not 

improve on using a simple local classification method to identify nodes. When we combine the results from the 

collective inference implications with the individual results, we begin to see that removing trait details and 

friendship links together is the best way to reduce classifier accuracy. This is probably infeasible in maintaining the 

use of social networks. However, we also show that by removing only traits, we greatly reduce the accuracy of local 

classifiers, which give us the maximum accuracy that we were able to achieve through any combination of 

classifiers. 

7.CONCLUSION 

 Several problems related to the private information leakage in online social networks have been addressed. 

User details alone cannot give better predictability. So friendship links can also be added to give better prediction. 

Collective inference result does not get better on using a simple local classification method. But the combination of 

results from collective inference implication along with the individual results can reduce classifier accuracy in a 

greater amount by removing details and friendship links. Then sanitization technique can be used in various 

situations to remove sensitive information. Collective inference can be used to find sensitive attributes. The 

effectiveness of private information inference attacks can be reduced by using the proposed sanitization methods. 
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